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Abstract—Heavily script-based browser applications change
the manner in which users interact with web browses. Instead of
downloading a succession of HTML pages, users dovaald a
single application and use that application for adng period of
time. The application is not a set of HTML pages, Wt rather a
single page that can possible modify its own presgtion based on
data exchanged with a server. In such an environmenit is
necessary to provide some means for the client toamage its own
state. We describe the initial results of our workin providing
client-side state management services for these iptrbased
applications. We focus on browser-based servicesahcan help

the userbefore any data is committed on the server. Our services

include state checkpointing, property binding, opeation logging,
operational replay, ATOM/RSS data updates, and apjtation-
controlled persistence.

Index Terms—Web Applications, Scripting, Programming

AJAX applications leverage the browsers’ abilityetcecute
Javascript and communicate with the server
asynchronous messaging. Application code and agijait
state can be moved from the server to the browssujting in
applications that have richer interfaces and imedov
responsiveness. More importantly, from the perspedf this

paper, the browser has much more autonomy to manage

application state separate from the server-sidepooents.
For example, browser-based office applications noayy
require a server to store data documents. The leromandles
all other document management operations. Highbractive
web applications such as Google Maps [13] and Wr[&6]
are representative of AJAX applications.

Because of the large improvement in user experjeihig
likely that AJAX applications will be an importanif, not
dominant, type of web application in the future.isTtas

using

Environments, Data Handling, Data Management implications in browser design, application prognaing

models, and performance enhancing strategies ferwab
infrastructure.

In this paper we focus on the increased autonomy an

THE term AJAX (Asynchronous Javascript and XML)apgjication has to manage its own state locally. e

appeared in 2005 [12], and succinctly describes @ icylarly interested in applications that mayerge in a
collection of existing technologies like Javascrift] gnd browser for extended periods of time with only péit
XMLHttpRequest [28] that have mqtgred and are faansng communications to the server. We refer toghde timeof an
the role of the browser from a passiiew rendererto a more A jax application, which is the length of time theotser can
active participant in web applications. In a traial web nerate on application state autonomously befomiitacts
application, the browser displays the user interfaed mainly he server to commit data changes or receive ugddfe are
passes user input to a back-end server that isuBngcthe jnerested in browser-based data-centric servioas ¢an 1)
core application logic. This insures that web aggilons can help the application with client-side state managenturing
run on base configurations of most browsers butreanlt in glide time and 2) assist the application with resifimg

an inferior user experience when compared to amagee njjication state with the server when the glidmetihas
desktop application. The problem arises becausédabe opged.

configurations of browsers do not have accessriohaset of Data persistence and synchronization issues ariseany

user interface elements and 2) the browser is WCk® ;onteyts, such as distributed file systems [16]P Reata
appllcgtlon code and state residing on a remoleesqust dissemination [23], and mobile computing [4]. histpaper,
user input causes a mandatory page load, making focus on the limitations of current browsers @ndpose
application feel less responsive and more disreptor the  gnnanced browser capabilities to better supporhéve usage
user. models enabled by AJAX design patterns. Our clisaé
approach is only a starting point for investigatih rich and
complex research area in the context of AJAX ajpfibms.
We look at several browser-related issues:

|I. INTRODUCTION
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« Persistence abstractions and mechanisi@sent-
side state is read-write application data. This
application state may be a replica of data retdeve



from the server, or may be generated locally. Sonapproach based on separating data from presentation
applications may not need to preserve this statmmponents in AJAX applications.
beyond the current application session while othersA_ Browser Document Object Mode

may require some type of persistence between = .
application sessions and/or browser sessions, Major browsers such as Internet Explorer and Mazill

Persistence is a thorny issue as base browdgfefox provide a Document Object Model (DOM) [g]
configurations often limit access to the local fiinterface to the currently rendered web page. TEWDs a

system for obvious security reasons. container for all page objects such as presentalements
. Data replica divergence and synchronization’?"md script. The structure of the DOM freely mix@sadand the

AJAX applications enable more complex usepresentation elements that use them. For exampextdield

interactions to happen completely on the browse?.'emem contains a “value” attribute which shoutddisplayed

Clients may operate more autonomously witd" the text field. o _
increased periods of time between server requests.'n a traditional web application, the server sideunally

During these times, application state may Chandgain_taiqs a separation petwgen application -an.d . data
significantly from the last time the client and the/\PPlication code usually exists in some type of laafion
server interacted. This is a critical issue if ¢thient framewqu separate from data,.whlch is normally agel by
has replicated application state locally and needstransacnonal components like databases or content

reconcile this state with the server. management gystgms.
* Browser abstractions for the programmer and AJAX  applications move some of the management

user? Browser abstractions focus on navigating ‘,gebsgzonst!blllty for. q dall'tt?l to thef Cll'?mt Currentn b?mtxv
passive set of web pages retrieved from diﬁererﬁ,; raf |on.:, proJV| el 'et or dno v?/ﬂ Ity 0 ma;eeags S?z
servers. Ul components such as copy/pasi'&' out custom Javascript code. at was natusaharate

features. and the back and forward button hay®? the server-side becomes intertwined as a single page
little meaning to an AJAX application. CIient—side?n the client-side. The browser DOM must function a

state is typically hidden from the user and Surcﬂacecatch—aII" container for application script, presation
only through the application view. As theelements, and non-visual application data. Fundgatignthe

application modifies its state, are there useflﬁ“]AX application force fits its requirements asapplication
abstractions for how an applica’tion might copy anHwodelonto adocument modedhat is not optimized for it. For

paste application state to different applicatioBs? example, since it is optimized for visual elemetttg, browser
' (POM is not an efficient storage mechanism for nisual

data. Base DOM elements contain a slew style ataththat
are only useful for presentation elements, increpsihe
footprint unnecessarily when storing non-visual adat An
AJAX application may benefit from not instantiaticgrtain
application data as DOM elements at all. Currertwser

how an application might enable undo/red
functions?

In this paper, we present an initial design anotqiype
implementation of Ripple-X. Ripple-X provides a set
components in the form of Javascript libraries &mdwser

extensions that provide client-side state manages@mnices.
Our current focus is on services that are usefith& client
beforeit needs to commit application state to a serkeugh
some of our components, like the Ripple-X connégtiv
manager, do utilize server-side resources. Ountiate is to
eventually expand our design such that our servieas be
useful across a spectrum of application requiresient

The remainder of this paper is as follows. In Secli, we
provide an overview of the issues for client-sidates
management and how our services address these igsing
the Model-View-Controller architecture. In Sectioh, we
describe our approach in the context of an “investntlub”
AJAX application. Section IV provides details aboilte
Ripple-X libraries. In Section V we discuss some thé
outstanding issues. Section VI and VIl contain tesdawork
and conclusions, respectively.

Il. SEPARATION OFAPPLICATION FROMDATA IN AJAX
APPLICATIONS

implementations generally do not allow this.

In Ripple-X, we propose separating applicationesfabm
the traditional browser DOM. Our proposal is ddsedi in the
next section.

B. Model View Controller for Browsers

The Model-View-Controller (MVC) design pattern
separates an application into model, view, and rotat
components as a means to build maintainable arustaode
[2][3][21]. In MVC, the model can be thought of as
application data, the view is the user interfaaeirfiberacting
with the model, and the controller processes ugents from
the view to update both the model and view as reketbis
pattern is often implicitly followed by traditionalveb
applications with the client embodying the view ah
application and the server implementing both thelehand
controller. [6]

In an AJAX application, the MVC pattern does nqiaate
so cleanly between client and server. Portionthefmodel
and controller will reside on the client to increaspplication

In this section, we provide an overview of our basiresponsiveness (with the additional benefit of ptady
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Figure 1 - Separation of AJAX application into viewand data pages

reduced server load).

representations or stream-based (lazy) loadingtaf ftom the

Browsers currently do not have the right prograngminserver. In our abstraction, the data page can imghe

abstractions to support the MVC approach. In Ripfleve
extend the browser to support model abstractiors pvdvide
an overview of our approach in the next section.

C. View Page and Data Page

Figure 1 shows how Ripple-X structures an AJAX,

application. Instead of a single document, we pathe
AJAX application into a view page and a data padge view
page contains the browser DOM and represents all
presentation elements and scripting code. The plage is a
container for one or more data DOMs that representvisual
client-side state in XML form. For example, a d@d®M

could represent the values from a form, or a listustomers
that will be displayed as a select list in the uségrface. As
shown in the figure, data DOMs are bound to thegmeation
element via a binding mechanism. This binding isvacand

when the underlying data DOM changes, the predentat

elements bound to it receive an event so they qadate
themselves.

This separation has several advantages to the gmocg
designer and user: First, it provides cleaner abgtms for
both the developer and user for client-state in AaX
application. Client-state is simply the collectioidata DOMs
that are associated with the view page. This state
independent of the current view page and is patabl
different AJAX applications, requiring only a defion of the
bindings as shown in Figure 1.

Secondly, it allows for optimized management ofad:
separately from application. AJAX applications thatl with
large data sets in either XML or JSON format beniefim
optimized data representations on the browser sidée
browser DOM is not optimized as a container for-nmual
data. For example, there is no support for compukath

browser-based data services such as efficientgetpratrieval,
and synchronization with backend servers. Theseicesr
would be available to any AJAX application loadedbithe
browser. This design is well aligned with the noag for
future browsers which will include unified storage
anagement for browser data (bookmarks, cache,ies)pk
e.g. through a small footprint relational databj2sd.
In our abstraction, an AJAX application has accesa

tgingle datapage. Datadoms stored in that datapeg®rdy

accessible to that application. Thus, the browsanages a
datapage for each application it downloads

An AJAX application implies a data-centric approdch
interacting with the server. Since the browser gaes its
presentation locally, communication with the serigemainly
for propagating changes of the local applicati@iesback to
the server. The server can commit this state tarssactional
component or even propagate this state to othentsli e.qg.
through ATOM and RSS syndicated news feeds.

iclub.html

<htrnl>
<head>
<gcript type="textavascript” sre="ripplexjs"f=
<datapage>
<datadom src="portfolio.xml"/>
</datapage>
<hady=

portfolio.xml

<datadorm id="porfoliol ">

ch1=iClub<hl> <portfalio>
I <ticker symbol="ibm" price="100.00">
<ticker symbpl="goog" price="390"
</body> owned = "500°/>

<fhtml> </porfolio=

<fdatadom=

Figure 2 - iClub application with Ripple-X datapageand
datadom elements



D. Before-Commit Data Services

AJAX applications can act more like desktop appiozs
that engage the user for longer periods of timethis mode,
applications may still be server-managed but canbecserver
less frequently. Earlier, we referred to the gliitae of an
AJAX application as the period of time the applicatcan
reasonably run without contacting the server. Gfeéris is an
application-specific measure; glide-time can beegléngthy,
such as for browser-based office applications, wtegshort,
such as browser based instant messaging applisation

We use the term glide time to refer to the timaqakduring
application runtime where there is a current gagpriowser
support for managing application state; we hoperavide
browser-based data-centric services that canhfdl gap. The
goal of these services is to ease the programrberden in
managing its own client state, and to help preptre
application for when it needs to contact the setwaeconcile
its application state.

We have identified the following services in ouiitial
development of Ripple-X, which we believe providdue to
typical AJAX applications We will describe these rnore
detail in Section Ill and IV.

e Checkpointing

e Operator Logging

¢ Feed-based updates
e Connectivity Masking

It should be noted that these four services care halue
even in the case where the browser frequently ctitthe
server.

Ill. THE ANATOMY OF A RIPPLEEX AJAX APPLICATION
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Figure 3 - iClub Portfolio Screen with Data Service

Checkpoint portfolio

document that represents the state of the portttdlithe time
the browser accesses the application from the serve

In the iClub application, the browser downloadeplica of
the portfolio data from the server and primarilydifies that
copy. Other browsers may also access the iClubicatioin
and receive their own copy of the portfolio instan8s clients
make modifications to the portfolio, the browsedages the
local copy of the portfolio. The browser propagatbese

changes back to the server dependent on whether the

application is in online or offline mode.
Figure 3 is a screenshot that shows the view optireolio
as seen by one client. The buttons highlightedhénfigure use

In this section we provide an overview of an AJAXie Ripple-X services as applied to managing thefgiim

application implemented using Ripple-X. We use déRample
of a prototype investment application that helpsestors
manage a shared portfolio. Our current prototypa isstbed
for the Ripple-X data services and not a fully usab
application.

A. iClub Shared Portfolio Manager

The iClub Portfolio Manager allows users to collaie on
a shared investment portfolio. Users can subnfirination
about their investment styles through a profilegqyaas well as
make proposals to buy and sell equities to the oésthe
members in their club. In an actual applicatiorersiswould
vote on each proposed action and any proposatehbatves a
majority positive vote will be processed. For sligipy, the
current iClub prototype assumes that all propodsse
received a majority vote and commits the propodwhges to
the server without reconciling conflicts.

Figure 2 shows the HTML markup of the portfolio pag
where users can view the current portfolio and niake and
sell proposals. In the figure, the HTML markup irds a new
element with the nam@atapage.  Thedatapage wraps a
declaration for an element callddtadom that references an
external file. The content of the external file a8 XML

state:
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Figure 4 - Profile page with automatic versioning b
application state



« Create multiple tagged portfolio proposalthe which updates the local copy of the profile. Instiscenario
user can modify the currently displayed portfoliohowever, as the user makes changes to the loctilepropy,
and then save it for later retrieval. The user cathe application automatically makes a version hnjstoThe
create an arbitrary number of versions of its locagelect list widget at the top of the page liststlad! versions of
copy of the portfolio. the profile and allows the user to go back andhfdmttween

+ Log all updates and cache locallyhe user can older and newer versions. When the user seleassion from
elect to keep track of all updates made to thel locthe select list, the profile page automatically ems to
portfolio using an available logger. The logger wil displaying that version of the profile.
keep track of a sequence of high-level userBoth pages are just manifestations of the Ripplelata
operations (like “buy 100 shares of IBM”) or justservices and highlight how an application might tisem in
low level DOM update calls (e.g. practice. In the next section, we provide detaifstieese

setNodeValue and setAttribute services.
methods) depending on the application
configuration IV. RIPPLEX PACKAGES

* Work in offline modethe user can elect not to send In this section, we describe packaging of the Ripfl
any updates the server but still update the locé#braries and the features of each library.
copy of the portfolio. When the user goes online Figure 5 shows the abstractions as implementedppl®
again, the portfolio changes are sent to the servgr The left side of the figure illustrates the Rig{X libraries
as either a log of changes or the entire locahat run on the browser. Ripple-X is completelyjitien in
portfolio state. Javascript and requires no extensions to the browBlee one
* Subscribe to update feed from servie user can exception is if the application requires supportgersistence
elect to receive the latest updates about thgee Section IV-I).
portfolio from the server, even if the user is idle  Figure 5 lists 5 core components that build orhezsher to
The iClub application will read an RSS or ATOM provide enhanced client-side state managementestvlhese
feed that contains portfolio updates from otheservices provided by these components are: 1) amatp
clients and update the page as new data arrives framework, 2) property bindings between data and
presentation elements, 3) change logging and cloautipg,
Ripple-X provides a library of client-side statermagement 4) processing of server initiated updates, and &)agement
services that the iClub application uses to implentiee above for intermittent connectivity. We describe eachtadse in this
features. These services are generally useful toerot section.
applications as well. For example, Figure 4 is@eanshot of

another part of the iClub application that allows user to fill ] . ]
out an investment profile. Similar to the portfolmge, the ~ Standard access to the different Ripple-X companest

profile page contains datapage and datadom elentbats through Javascript Iibra}ries.' Inthg curren'timpxteltation, the
represent the profile data being rendered by toélerpage. Components are organized into dlﬁgrent librarfesugh some
The user can edit the current profile as in anpdsed form, components depend on others being present (e.dodger

A. Packaging
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Figure 5 - Ripple-X implementation on browser



method call. The final line in the code adds theadam to the

datapage.

« ripplex-core.js — contains definitions for the Datadoms represent model instances as XML documents
datapage and data doms that applications can access using standard XMLsAPhe

« ripplex-logger.js — contains the logger current implementation of Ripple-X supports thendtd

 ripplex-rssupdate.js — contains the RSS/ATOMPOM API for navigating and manipulating the underty
updater XML document though we are investigating the us&Béth

«  ripplex-connection.js — contains the connectio®’ XQuery processors for future work.
manager The datadom is a meta-structure that wraps XMLaims

binding a model to presentation elements. application, the code must access the instanceegbadrtfolio.
It has the option of accessing the datadom-levgldma the

The operator framework is included as a set of tatep content-level tag for the instance data. For exanip the two
that the application programmer can use to defiasico calls

looks for the operator framework). The basic litgsare:

operations in Javascript. The operator templatefowio
traditional operator models by allowing pre- andstpo
conditions to be checked. We describe the opefatnrework

in Section IV-E.

We wuse standard Javascript techniques
“namespacing” for each of the Ripple-X librariespte-X
“objects” are prefaced using “ripplex.” This mimidava style
namespacing of packages.

Ripple-X uses the Dojo Javascript libraries, whazn be
downloaded freely [9].

B. Core Ripple-X Libraries: ripplex-core.js

The core Ripple-X library implements the view analtad
abstractions described previously. We preservesacte the
view DOM using the standard Javascdptument element.
In addition to thedocument element, there is now a

datapage element, which is the container for O or more dat@heckpoint(tagname mode)
items in the form oflatadom elements. Applications access '

the datadoms through the datapage using basic ngetpat
semantics.

For example, the Javascript for accessing the dhare

portfolio in the iClub application would be:

var datapage = ripplex.getDataPage();
var portfolio = datapage.get(“portfoliol”);

where “portfoliol” is a unique identifier for theogfolio
datadom. In Ripple-X, each datadom contains a @n{quthe
context of the datapage) identifier. In the codevab the
variable “portfolio” is a datadom, which providescass to the
checkpointing and property binding services.

To create a datadom, an application can call:

var datadom =
datapage.createDataDOM(uuid,xml);

datapage.put(uuid,datadom );

where “uuid” is the unique identifier for the daten, and
“xml” is a string containing an XML version of thgatadom
being created (as seen in Figure 1, the exterealdference to
a datadom). If no string is specified, the dat@pegpates a
datadom with no instance data. The application leaer
assign instance data to the datadom usings#tRoot()

var datadomTag = portfolio.getRoot();
var contentTag = portfolilo.getContent();

the first call returns the root of a DOM pointing the

to providgatadom” element in the instance data. Applicatioise this

mode to retrieve metadata about the datadom, sachisa
UUID, and service-level attributes. The second cetlurns
the root of a DOM pointing to the “portfolio” tagithe
instance data. This gives the most direct accesgetportfolio
data for display. Applications may update the fotid by
retrieving the instance data from tlgetContent  call
directly, but the preferred method for performingdates is
through the operator framework (see Section IV-E).

Checkpointing allows applications to maintain a ged
version of the datadom. Ripple-X provides a basellmeans
to tag and checkpoint the current state by calliag
method on the datadom.
There are three modes for checkpointing:

In-Memory mode -In this mode, the datadom
creates the checkpoint and stores it in-memory.
This checkpoint exists for only the current
application session.

2. Persistent mode- in this mode, the datadom
creates a checkpoint and serializes it into a UBF-1

formatted string. The application can store this
string in an appropriate persistence mechanism. In
the current implementation, we have implemented
a small browser extension for Mozilla Firefox that
uses an XPCOM interface for writing the
checkpoint to the local file system. In the future
applications should be able to select the local
persistence service, e.g. through the Dojo toolkit
storage interface currently under development [20]
3. Remote mode- this mode is similar to the
persistent mode, except the serialized version of
the datadom is sent to a storage service located on
the network. For security reasons, this servicetmus
originate from the same domain as the AJAX
application. Using the remote mode, users
download their checkpoints to any web browser on



any client; also, users can share checkpoints withanually, this process can be fairly tedious amdregrone. In
each other via the server. In the currenbur current implementation we have adopted a fandbiased
implementation, users specify the URI of theapproach to specify model and view bindings. Intest,
persistence service as an attribute of the datadoXiForms provides a starting point for how one mitgdite a
In the current implementation we have a prototypdeclarative approach to specifying property binding A
server that uses basic get and put calls for gforimeclarative approach has advantages over a furctisad
checkpoints. Future implementations will need approach in some cases (see Section IV-H) and we ar
way to ensure that the client can conform to theurrently moving our implementation to a more fograined
persistence service interface, e.g. using a Servipeoperty binding approach using a declarative API.
Oriented Architecture (SOA) approach. In the current implementation, presentation elesdaind
themselves to datadoms using a simple subscripti®in The

In all modes, the Ripple-X package keeps the chaokms APl is:

a serialized version of the datadom. This seridlizersion is
the same as the contents of the external fileguréi 1.

The datadom can easily restore a checkpoint byngathe
restoreCheckpoint(tag,mode)) method on the datadom.unsubscribe (subid, object, method
datadom. The mode is an optional parameter incthlis— the namel, method name2);
default behavior is to assume a tag is unique acros

datadom.subscribe (subid, object, method
namel, method name2);

checkpointing modes and if the caller does not i§pehe Where:
mode, it will check in-memory, persistent, and rémo - subid is a unique identifier for the subscription.
checkpoints in order to find the tag. It will retuthe first - Object is the object instance name that contains
checkpoint it finds with a matching name, otherwiise call method namel.
will have no effect on the current datadom. - method namel s the method name to invoke to
For example, to checkpoint the current state ofiiadom, update the model.
the application calls: - method name2 is the method name to invoke to
update the presentation
portfolio.checkpoint(*“MyCheckpoint” ripplex. For example, if we want to trigger an update to the

MEMORY_MODE) presentation when the user creates a buy propiteaicode

which will store the checkpoint using the in-memangde. would ook like:

Restoring the checkpoint requires the call: portfolio.subscribe(
“MyTrigger”,
portfolio.restoreCheckpoint(“MyCheckpoint”) buyOperator,
execute”,

. L “updatePortfolioView”).
In persistent and remote mode, applications can use

checkpointing to restore a datadom to a previoate dCross  \yhere “buyOperator” is an operator object boundttte

page reloads and browser sessions.  The  CueRifolio and “updatePortfolioView” is a functioralt that will
implementation allows the application to declaréiaitialize” trigger an update of the portfolio view.

checkpoint. If such a checkpoint exists, then taadom will The current API provides a simple mechanism tHig®n

set its instance data to that checkpoint every tithe ,resentation elements subscribing to presentatients when
application loads. For example, the content of the datadom changes. A finer-graapgatoach
may be more advantageous and as future work wmakang
at different binding mechanisms where presentatie@ments
bind themselves to elements of the instance datahén
datadom. The binding uses XPath to express whategits the
presentation element is bound to. For a propertdibg
mechanism, only a subset of XPath is likely needed one
interesting problem is to find what subset of XPattsafe” to
use in the binding context.
Once the presentation binds to the datadom, updattse
f datadom trigger updates to the presentation. In i@lab
portfolio page from Figure 1, the presentationhe portfolio
reflects the state of the portfolio datadom at tathes.
C. Property Binding: ripplex.propertybinding.js However, since the local copy of the portfolio i®tn
The MVC approach requires the programmer to spehiéfy committed to the server, iClub modifies the preston
linkage between model components and the view.olied depending on the change propagation mode of thicappn.

portfolio.setlInitialize(true,
“MyCheckpoint”, mode);

The datadom will store the checkpoint “MyCheckpbiming
the mode specified by the “mode” parameter. CledHis
mode should either be persistent or remote. Thetime the
application loads, the datadom representing thé&fqdior will
search for its starting state as the checkpoint edam
“MyCheckpoint”. If “MyCheckpoint” cannot be foundhe
datadom will set its state to the value definedhsyserver, i
any.



In iClub, the application can be either on-line asf-line.
When working off-line the local model
optimistically according to the operation at hant@he
presentation is refreshed, but with a visual chat this update

is updatedconnection manager runs a queuing protocol.

framework. When the application executes an operdhe
dngits to
send messages to the URL specified by the datadsna'suri”

attribute. If no “src-uri” attribute is specifiethen it attempts

is proposedbut notcommittedto the server. When working to contact the originating URL of the AJAX appliicat.

on-line, the client sends updates to the servereidiately in
the form of a serialized operator.
To summarize, the portfolio datadom can changevwesl

Update messages are in the form of serialized aessof
operators in the Ripple-X operator framework. Fearaple, if
a client executes a buy operator, this is transédrimto a
change string,which serializes the details of the buy. An

An application defined operator is invoked, usuallypplication forwards this change string to the emtivity

By default, the connectivity manager gdathe

thehange string in atore & forwardqueue. When a string is the

presentation is updated along with the datadom, bstore & forward queue, the connectivity managemata® an

ways:

1-
by pressing a button in the view. As mentionednanager.
above, when such operator is invoked,
the operation is not committed.

2-
information (see Section IV-G)

3-

update message and sends it to the server. Then th

A server-initiated update using the RSS/ATOM feedonnectivity manager moves the operator call infeeading

queue of sent messages that are awaiting a sexsponse.

Restoring a previous checkpoint of the applicatioVhen the client receives a response, the conngcihanager

state. This off-line operation restores a previoumoves the change string from the pending queue tinéo

state of the data model and

operations.

D. Connection Management: ripplex-connection.js.

Ripple-X supports intermittent connectivity to therver by
providing a connectivity manager. AJAX applicatiobseak
the traditional request response model between d&owand
server by relying on asynchronous communicatioablea by
the XMLHttpRequest. The Ripple-X connectivity maaag
assumes that this connection is intermittent adigsreon a
store and forward mechanism for server communioafide
connectivity manager provides three queues for rozgay
outgoing state change requests to the server. dslignt and
server exchange information about application stdte
connectivity manager helps the client keep trackvioft data
change operations are currently in process betweerlient
and server

The connection manager is automatically invoked e
application updates a datadom through

Buy " L i
Operator !
portioin buyd pemorpmotype = {
1 pe: finctonsym bol)
\ 1 FEECONDITEN CHECKE 50 FERE
Operator _\ Db o e
definition DA T4 FFDATE CODE BEFE
1} stt functbn(va e nam e, num )
\ FOSTEONDIDY CHECRS 60 HERE
\ emscute: fmctin sy bol quantiy)
Execute |:> EXECHTE B UK FOF AFFIDATDN
operator “ el o e 7 et

Figure 6 - Definition of Buy Operator using the
operator framework

related pendingpmmitted operationgueue, which represents the committed

changes to the server.

Applications use the queue organization to provigeuser
with visual cues as to the state of their data fiezations. For
example, if the application wants to modify a skapertfolio
by selling 100 shared of IBM stock, then the viefvtloe
portfolio can tag the IBM stock entry as “pendirayid then
committed as the serialized operator calls movevéet the
gueues.

In addition to organizing the messages, the logcgan
serialize the contents of the store & forward, pegdand
committed queues. Applications that end abruptly @sume
execution using the state of their last known Bxtéons with
the server. This is potentially useful for applicatrecovery
and rollbacks. As future work, we plan on invediigg more
robust recovery mechanism.

E. Operator Framework

the operatorThe operator framework allows applications to sfyeci

operators over the model instance. These operadoes
application-specific and semantically represent hiayel

operations over data. For example, a user can ynadghared
portfolio by buying and selling equities.

The operator template captures application-specific
operations over a datadom. This allows the enfoecenof
high level update policies that may not be exphdssor
supported in low level schema languages. This ricodarly
useful to handle the case where one value mighérdemn
another (e.g. if you delete a user from iClub, then should
also delete any proposals initiated by that user).

Ripple-X uses the operator framework to filter witkita
update operations should be logged, and act asiraddétion
for application-level synchronization mechanisms.

Figure 6 shows the operator template and an impi&tien
of a buy operator. Applications create operatonsigushis
template and Javascript. The template says thatpanator
must implement anaction() method, and optionally
pre() andpost() condition methods. The latter methods



are checks an operation may want to perform bedaccafter
the actual update operation describeddtion().

The execute()
by the aforementioned methods. TlexecutelLog()
method is not user specified but acts as a hoakth# logger
code.

Once the operator is defined, the application eseat

operators bound to a datadom. For example:

var buyOperator = new
portfolio.BuyOperator(portfolio);
buyOperator.execute(“IBM”,100");

where the variable “buyOperator” is bound to théadam
variable “portfolio.”

Operators form the foundation for a richer form dzta
synchronization. In conjunction with the loggdrpiovides a
mechanism for sending high-level descriptions oarges
made to the data to the server. The server cglayrethese
changes in a more robust manner since pre andcpodition
calls can encapsulate conflict handling routinee jlan to
investigate the use of application-specific opemtes. a
lower-level approach for AJAX applications as paftour
research.

In the current prototype application, we use therafr
framework to create a log of high-level updates asdan
implementation of a command pattern when informihg
server that the client has initiated an update.eéMasion that
operator definition is not mandatory; the applicatcan also
access a default set of operators which represamievel
mutations of the DOM such asetNodeValue() and
setAttribute()

F. Logging: ripplex-logger.js
AJAX applications may experience extended periofls

autonomous operation before communicating withstaever.
If the application is sharing state with the seniemeeds a

serialize method.
The log contains a serialized representation ofettecuted

method is passed any parameters needegerators. The current implementation stores:

* The name of the operator, which is assumed to be
unique for the current application

e The UUID of the model instance over which the
operator was executed

* A name-value pair list of any parameters that the
application passed to the operator.

For example, if we buy 100 shares of IBM stock gsin
portfolio with id="portfoliol”, the log would conta the string

name=buy&modellD=portfoliol&symbol=IBM&n
umber=100

We can optionally include a timestamp in the log éach
entry.

In the current version of Ripple-X, it is left tche
application to process the log (on the server ient) for data
synchronization, though we hope to extend our ciéifi@b in
this area.

G. Server-initiated Updates: ripplex-rssupdate.js

In the iClub application, multiple clients shareatfaio data
with each other. A user should receive updates rbgdether
clients even if the user is idle. Currently, brovgsbave very
limited facilities for receiving events from serser For
example, maintaining an open HTTP connection beivibe
browser and server can be inefficient and unradidlgicause of
timeouts that can result in undesired applicatienavior.

To support server initiated updates, Ripple-X pidesgi an
RSS/ATOM updater component that subscribes to redatd
RSS or ATOM feed to receive changes made to ttealathe
gerver. Browsers traditionally use RSS and ATOM to
subscribe and aggregate news feeds. Both type=edtfhave
support for polling and some support for asynchusno

convenient way to communicate data changes it hadgem Messaging. These specifications define a standgre of

since the last communication. Ripple-X providetogging

XML document that contains information regardingwae

framework for keeping track of these changes. Agpibns
can send a serialized version of this log to threesen lieu of
sending the actual data itself. At the same tineeyess can

send a log of operations to the client to be reglags a means

to synchronize data.
To get access to the logger, an application calls

var buyOperator = new
portfolio.BuyOperator();

var logger =
ripplex.getDatapage.getLogger();.

Logger.attatch(buyOperator);

buyOperator.execute(“IBM”,100);

var log = logger.serialize();

The code creates a buy operator. and retrievesotuer
service from the datapage. It then binds the parator to

ATOM are supported by base configurations of most
browsers, we can leverage this to open “data cemsg’

Styleshest —_L\‘
that links tagsto | —— x S
binding definitions | =—— ®BL Bindings &
ripplex.ces
b, <datapage>
k7. b, < datadom id="portfolio1">
B'.“d.'!’g = XBL Binding <portfolio>...</portfolio>
definitions | ——— i
— Definitions [ </datadom=
in s L fdatap age>
tipples xml
Javagoript | —/—— Ripple-x ’
Files — Javascript 3
pare— Libraries a2
ripplex-*js %

the logger using thattach method. When the buy operator Figure 7 - Declarative interface implementing using

executes, the logger creates a change entry ifothe A
serialized version of the log contents is availabia the

Mozilla XBL



channels with servers to keep local data copids dlate.

The feed can contain changes in the form of addfgrams
[71, or just the latest copy of the data. In th&ulCapplication,
the server puts its copy of the portfolio stat¢he feed.

datapage.getinstance(“portfoliol”);

We utilize the declarative interface to extend Repy
features into existing HTML elements. Using styteeats and

from the server through the following code:

portfolio.setUpdateFeed(url);
portfolio.subsribeToFeed(5);

which will set the URL of the RSS feed to the vhlgaurl
and poll this feed every 5 seconds for updatesrAdtively,
an application can set the “rss-url” attribute de datadom
element to specify the RSS/ATOM feed to subscribdor
changes. For security reasons, this feed must tievesame
origin as the AJAX application.

elements. For this to work, the application onbeds to
import the ripplex-core.js package and the inclu&éople-X
CSS styles and XBL specifications. With theseaithstl, the
application can create an HTML element and assgyclass to

be “checkable.” This effectively extends the elemsith the
checkpointing methods described previously. Thus,
application programmers can checkpoint forms arglali
elements in the same manner as Ripple-X checkpoints
application state.

|. Persistence

In the current implementation, the RSS/ATOM updater EXisting persistence mechanisms such as browséresoor

allows applications to poll an RSS feed represgnsarver
initiated changes to the local model. Currently, dpplication
extracts the entire state of the model from theeseirom the
application feed and overwrites the current localdel. A
more robust application would implement some rettiation

procedure to synchronize the two copies of the datdoth
the client and server.

H. Declarative and Javascript APIs

For convenience, we have implemented a declar#Re
for some of the Ripple-X libraries. Figure 2 shothsw a

Internet ExplorerUserData limits the size the application
state. To have more flexible persistence optiong
implemented two experimental local persistence mmeisims
to support the Ripple-X services. Both currentlguiee the
use of the Mozilla browser as they are implemeateiozilla
extensions.

The first mechanism, OpenCache, uses the standewnsér
cache as a store. We added a callback mechanisgra tache,
which allows the application to register for cattka when
changes occur to a cache object. This version inegju
changes to the core browser code.

datapage and datadom are declared using the vipple- The second mechanism, OpenCache-JS, is accessilde a

namespace

In Ripple-X, we take advantage of the Extensibladiig
Language (XBL) [27] facility in Mozilla to defineustom tags
that provide an application with access to the claeascript

browser extension and stores application data en fillke
system. The current version does not supportacii but we
plan to add this in the future. OpenCache-JS u$es t
nsLocalFile XPCOM component in Mozilla to write data files

sheet in its definition that describes the defimg of the
custom tags. The style sheet refers to a RippleM ¥inding
specification that must be accessible to the aatidin. This
binding specification defines the functions thah ¢ called
on the custom tags and their implementation.

Application code can access the underlying Ripple-X

libraries using thedocument.getElementByld(id)
method where “id” is the id of the custom datapagdatadom
tag. This call is standard on all base browser igardtions
that support Javascript. Once the application hharalle to
that element, it can just call the Ripple-X libesias if it were
directly calling the Ripple-X Javascript code.

Figure 7 shows the mapping between the declar#Re
and the underlying Javascript code. In the figetestom tag
names are defined by the style sheet. Behaviorslémments
bearing the custom tagname are defined in the XBdihg
files. In Ripple-X, this binding file links to th&ipple-X
libraries. As a simple example, for the declaratiofrigure 7,
the following code can retrieve the datapage:

var datapage =
document.getElementByld(“datapage”);
var portfolio =

location of the cacheroot is the current user fgafirectory.

The iClub application uses OpenCache-JS to store
application state. This state includes serializeatadiom,
serialized log contents, and initial state check{oi

V. DIsCUSSION

In this section we discuss some of the issues sigdmg a
client-side state management system and its injita for
browser design and web infrastructure.

A. Security & Privacy

Ripple-X does not change the security model for XJA
applications. Browsers policies nominally rely @mg origin
semantics for access control of backend data seurckn
AJAX application can only communicate back to tlame
domain from which it originated. Cross-domain stinigp is not
allowed for AJAX applications originating from arger but
allowable if the AJAX application is loaded fromlacal file
on the client.

For Ripple-X, potential security and privacy issumsse
from the persistence of application state on thentlor
remotely on the server. Two important issues arecbess



control of local application state and 2) prevemtid snooping
application state from non-browser-based applicatio

For the first issue, same origin semantics mayufiécent
for limiting access to application data [15]. Thay be too
limiting if we want to enable client-based mash-Up8],
where we can create a new application that uses fiamn
other applications.  Allowing cross-domain scrigtinis
dangerous from a privacy perspective since it mikgwa
stealth user tracking. It may be possible to empglexificates
to control access to data to a collection of autecr
applications.

For the second issue, persistence mechanisms ménave
protection mechanisms for sensitive applicationadiiat is
stored locally on the client. For instance, bronseokies are
fully readable by text editors. Clearly, some tgencryption
could be employed to prevent snooping, though Hsvrhight
interact with mash-ups is not clear.

For all security and privacy issues, it is critittat the user
have control over security policies through cleaa aonsistent
mechanisms.

B. Standardization of models/data instances

In Ripple-X, we have adopted certain syntax to énale
MVC pattern on the browser. Similar efforts are emvhy by
other communities, e.g. data islands in IE, XFomudels,
and MVC enablement by the Dojo Toolkit. Clearly, 33
application developers would benefit from a staddsyntax
for defining the MVC pattern in the browser in muble same
way as the DOM API is standard across browsers.r
example, XForms models could exist independentlythef
XForms specification and provide a starting pointvehich to
build a rich set of client- and server-based datatic services
for AJAX applications.

C. Standardization of data synchronization controhfiats

installed in Mozilla but is tailored to the datapaand datadom
abstractions. Another example for a Ul componenicche a
versioning navigator like the automatic profile siening from
Figure 4. A versioning navigator could implemente th
browser’'s back and forward button semantics forAdAX
application based on how the application statechiab/ed.

In addition to tooling, Ul design may need to powviuser-
centered feedback regarding the status of theattathe client.
Applications may need to provide visual cues fotadhat is
only locally updated and not committed to the seride=eper
abstractions, such as the concepierternal synchrony20]
presented in file 1/0 research, may be applicabl&itissues
regarding data persistence for AJAX applicationsexternal
synchrony,the file system processes updates asynchronously
but changes are buffered and not output to the uséfr
committed to the file system.

E. Support for Disaggregation

The impact of AJAX applications may be felt acraligiers
of the web infrastructure. Clearly, security andfgenance
are impacted by changing user behavior and apictat
workloads. As browsers become aggregation poortsiéta
and applications, it is possible that the trend hedd to further
disaggregation of the web infrastructure on bothdlent and
server tiers.

For example, the two dominant browsers in todayésket
IE and Mozilla Firefox, have moved more towardsvilong
programming platforms. IE is closely integratedointhe

F@/indows operating system while Mozilla provides a

comprehensive SDK to build non-browser applicatiovith
Mozilla libraries; for example, Songbird is a meglayer [22]
which combines the open source media player VLCh wit
Mozilla code and runs outside a browser. Using ehes
platforms, developers can create applications whezimg
disconnected is the exception rather than the Hul@rnet-

Ripple-X relies on RSS/ATOM news feeds t0 SUPPOffaaqy applications are already appearing withoetdnfer a

server-initiated updates. RSS and ATOM are faidgeayic but
not optimized for the representation of
information. We utilize these feeds because codsufmport
this is ubiquitous for browsers; a consistency rmegm could
potentially be pushed into core browser code usixigting
components. As is the case for model and datanitiefis,
AJAX developers may benefit from a standardizednfaf
data feed that provides information about data ghan One
example format could be the diffgram.

D. Browser Abstractions and AJAX Applications

The browser Ul is primarily geared for surfing theb.
Newer browser implementations, like Flock, add a&xul
features that allow closer ties to socially oriemeeb services
like shared photo databases and blogging. If neayseful to
augment or modify the Ul of the browser to supmtignt-side
state management utilities. For example, we haydeimented
a Datapage Inspector, which is a Mozilla exten$iwrRipple-
X that displays the datapage and datadoms for pagebin a
tree view. This is similar to the DOM Inspector ttltan be

browser. For example, Konfabulator [17] allows aughto

CONSisteNnCYreate useful desktop widgets using Javascriptafmessing

information like stock prices, the weather, photqdrs, etc.
from Internet sources.

This trend may lead to disaggregation on the sesider as
well. Server-side mash-ups may give way to compesab
applications on the client. For example, the siteiging Maps
[14] combines Google Maps [13] with housing infotioa
from housing lists to provide a geographically miged
listing of available housing in major metropolitareas. In the
future, this mash-up can occur directly on thentlibypassing
previous server-side aggregation points on the or&tw
Clients may have a personalized version of housiags by
culling information directly from the source dataywders.

VI. RELATED WORK

The MVC pattern is first described by Burbeck [2hd
later in many papers regarding application desigihe
application of this pattern to web application desiis



prevalent in web literature, recent examples inel{2il][1].

Ripple-X applies the MVC pattern to browser-baseg

applications. Toolkits like Dojo [9] and specifitms like
XForms [10] also adopt the MVC pattern. Ripple-xtemds
Dojo by providing client-side state management litées.
Ripple-X specifies MVC differently from XForms mddebut
is generally compatible and we are
integration of our data services into an extendagion of the
XForms model.

The term AJAX first appeared in [12], and defines
programming style using a collection of existingheologies
widely available on browsers, e.g. Javascript [Jdiid
XMLHttpRequest [28]. Using AJAX techniques, devedop
can create browser-based applications that are iloskr to
their desktop counterparts in both look and respensss.
AJAX is still the subject of many industry articlasad books
[6].

Data durability and synchronization is large andhlgi
discussed research topic, e.g. [5][16][23], and project
takes initial steps to address some of the largmreis in an
AJAX context.. In this paper we focus on browsesdsh
services that can assist the client before commitiiata to the
server. The current version of Ripple-X assumest #n
external entity will perform data synchronizationg have
implemented an application level policy-based syoization
service in Java [4] and hope to migrate this to hhewser
context.

Saving application state locally requires browsasdu
extensions with access to system resources. Whélehave
developed OpenCache and OpenCache-JS, there ae
efforts, e.g. AMASS integration into a generic Dgtmrage
framework [19].

VIl. CONCLUSIONS

Ripple-X is a set of Javascript libraries and ngraes
extensions that provides data-centric services thAXA
applications. Ripple-X is designed using the MV(Qmach
and overlays
applications. Using Ripple-X, AJAX applications leasiccess
to logging, checkpointing, RSS/ATOM updates, and
connectivity manager.

We are currently implementing a new version of Ripyg
that will incorporate support for fine-grained peoty
bindings. We are investigating mechanisms to stplaay
loading of large models from the server onto thent] As part
of this work we are looking at several client plesi including
mobile devices.
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